Privacy Notice for Suppliers, Contractors and Service Providers

This privacy notice explains how we collect, store and use personal data about suppliers of goods and services that the school contracts with, including their individual representatives, employees and agents, in line with the General Data Protection Regulation (UK-GDPR) and the Data Protection Act 2018. 

We, Summerfields Primary Academy are the ‘data controller’ for the purposes of UK data protection law. This means that we are responsible for deciding how we hold and use personal information about you. 

Information we collect

Personal data that we may collect, use, store and share (when appropriate) about you includes, but is not restricted to: 

· Names and contact details of representatives and other individuals employed by you or working on your behalf who we liaise with, and who are carrying out duties under your contract with us.
· References, CVs and details of an individual’s employment history, if collected as part of a bidding, tendering or engagement process. 
· Bank account details and other financial information where relevant, particularly for sole traders and individual contractors. 
· Any other personal information necessary to fulfil the terms of a contract we have with you 
· Information about business and pecuniary interests 
· Visitor records, including company details, arrival and departure times and vehicle registration details when attending our site.

We may also collect, use, store and share (when appropriate) information about you that falls into "special categories" of more sensitive personal data. This includes, but is not restricted to:

· Information relating to accessibility requirements or reasonable adjustments
· Photographs for identification purposes 
· CCTV images captured in school 

We may also hold data about you that we have received from other organisations, including other schools and social services.

Why we use this information

We use this data to: 

· Assess potential suppliers and contractors
· Conduct procurement, tendering and due diligence activities
· Establish and manage contractual relationships
· Process invoices and make payments
· Maintain accurate supplier records
· Maintain safeguarding, health and safety and site security arrangements
· Meet legal, regulatory and audit requirements

We do not currently process any personal data through automated decision making or profiling. If this changes in the future, we will amend any relevant privacy notices in order to explain the processing to you, including your right to object to it.

Our legal basis for using this data

Under the UK General Data Protection Regulation (GDPR) 2018, the legal bases we rely on for processing personal information for general purposes are:

Article 6 (1) (c). processing is necessary for compliance with a legal obligation to which the controller is subject.” and 6 (1) (e) - processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller.

In addition, concerning any special category data we rely on Article 9 (2) (a) the data subject has given explicit consent to the processing of those personal data for one or more specified purposes, and 9 (2) (c) To protect the vital interests of the individual. 

Where we have obtained consent, this consent can be withdrawn at any time. We will make this clear when we ask for consent and explain how to withdraw it. 

Collecting this information

While the majority of information we collect about you is mandatory, there is some information that can be provided voluntarily.

Whenever we seek to collect information from you, we make it clear whether you must provide this information (and if so, what the possible consequences are of not complying), or whether you have a choice.

Most supplier information is collected directly from suppliers, contractors or their representatives during:

· Procurement and tendering exercises
· Supplier onboarding processes
· Contract negotiations and management procedures
· Site visits and access arrangements

We may also receive information from:

· Local authorities
· Government departments or agencies
· Police forces, courts, tribunals
· Professional references and due diligence sources.

How we store this data

Where personal information is relevant to our contract with you, we keep it according to our data retention schedule set out by the Information Records Management Society and our statutory obligations.

We also keep personal information about you, your representatives, employees and agents whenever you/they visit our school. We may keep it beyond the visit if this is necessary in order to comply with our legal obligations.


Data sharing

We do not share information about suppliers without consent unless the law and our policies allow us to do so.

Where it is legally required, or necessary (and it complies with UK data protection law), we may share your personal information with:

· Our local authority
· Government departments or agencies
· Educators and examining bodies
· Ofsted and other regulatory bodies
· Other suppliers and service providers
· Our auditors and external assurance providers
· Health authorities
· Security organisations
· Health and social welfare organisations
· Charities and voluntary organisations
· Professional advisers and consultants
· Police forces, courts, tribunals
· Charities and voluntary organisations
· Professional bodies
· The organisation or company that an individual supplier represents

Transferring data internationally

Where personal data is transferred outside the UK, we will ensure that appropriate safeguards are in place and that any transfer complies with UK data protection legislation. 


How to access the personal information we hold about you

Individuals have a right to make a ‘subject access request’ to gain access to personal information that the school holds about them.

If you make a subject access request, and if we do hold information about you, we will:
· Give you a description of it
· Tell you why we are holding and processing it, and how long we will keep it for
· Explain where we got it from, if not from you
· Tell you who it has been, or will be, shared with
· Let you know whether any automated decision-making is being applied to the data, and any consequences of this
· Give you a copy of the information in an intelligible form

If you would like to make a request, please contact our data protection lead.

Your other rights regarding your data

Under UK data protection law, individuals have certain rights regarding how their personal data is used and kept safe. You have the right to:

· the right to ask us to change any information you think is not accurate or complete – this is called ‘right to rectification’.
· the right to ask us to delete your personal information – this is called ‘right to erasure’
· the right to ask us to stop using your information – this is called ‘right to restriction of processing’.
· the ‘right to object to processing’ of your information, in certain circumstances
· rights in relation to automated decision making and profiling.
· the right to withdraw consent at any time (where relevant).
· the right to complain to the Information Commission if you feel we have not used your information in the right way.

To exercise any of these rights, please contact Lisa Tabbner on 01226 722480 

Complaints

We take any complaints about our collection and use of personal information very seriously.
If you think that our collection or use of personal information is unfair, misleading or inappropriate, or have any other concern about our data processing, please raise this with us in the first instance.

To make a complaint, please contact Lisa Tabbner on 01226 722480.

Alternatively, you can make a complaint to the Information Commission:

• Report a concern online at https://ico.org.uk/make-a-complaint/
• Call 0303 123 1113

Contact us

If you would like to discuss anything in this privacy notice, please contact our data protection officer:
· Tim Pinto (tpinto@esafetyoffice.co.uk) or 01977 232167
· Alternatively you can contact the school office on 01226 722480
